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PREPARING FOR A REVOLUTION IN COMPUTING POWER

The promise of quantum computing is fueling a global race to develop and deploy computing based on  
quantum principles. Recognizing quantum computing’s superiority over contemporary computing,  
characterized by extraordinary computational speed and unprecedented alacrity in handling complex  
problems and simulations, governments and commercial enterprises alike are investing heavily in quantum  
core technology and its applications. 

Beyond the geopolitical advantages quantum computing leadership offers nation states, practical applications 
provide almost unimaginable benefits to private industries as well. From asset management to healthcare, 
pharmaceuticals, transportation, and chemicals, almost any business with highly complex problems to solve  
will likely benefit from quantum computing. 

But for all its advantages, the exponential advance in computational power from quantum computers  
comes with added risk. Malicious actors can use this extraordinary power to break even the most complex  
of today’s public-key cryptography systems, compromising the security of current electronic communications 
and data storage. 

A large, fault-tolerant (LFT) quantum computer, also known as a cryptanalytically relevant quantum computer 
(CRQC), capable of breaking current cryptography, is still several years away. But addressing the problem now  
is urgent for two reasons: 

• It will take considerable time to convert to a new post quantum cryptography (PQC) framework, and  
quantum computing technology is evolving rapidly. 

• It is critical to better protect data and communications today to prevent malicious actors from collecting 
currently encrypted data with the intent of decrypting once quantum-enabled tools are available in the 
near-future. This is the aptly named, Store Now Decrypt Later (SNDL) problem.

THE FAR-REACHING PROMISE OF QUANTUM 
COMPUTING

Quantum computers are machines that use the unique 
properties of quantum physics to store data and perform 
computations. The benefits of quantum computing are 
derived from the ability of quantum computers to run 
calculations at an exponentially higher speed than 
traditional computers. 

Quantum computing is especially effective in:

• Solving optimization problems that require finding  
an ideal solution where many options are possible.

• Data analytics where large quantities of data  
are available.

• Pattern matching – finding patterns in data and 
predicting future patterns.

• Enhancing AI by speeding up the processing of large 
data sets and the complex algorithms typically used  
in AI and machine learning applications.

The applications for these skills are broad ranging, from 
developing new drugs, to building driverless cars, to 
streamlining air traffic control, to predicting the weather, 
and on and on. 
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Canada

US National Quantum Initiative

Netherlands

Denmark
DKK 230 million
= $34 million

€765 million
= $904 million

₤ 1 billion
= $1.3 billion

€1.8 billion
= $2.2 billion

€60 million
= $67 million

€2.6 billion
= $3.1 billion

€1 billion= $1.1 billion

HUF 3.5 billion= $1.1 million

INR73 billion= $1 billion

RUB 50 billion= $663 million

CAD 1.37 billion= $1.1 billion

$1.2 billion

 $15 billion

JPY 80 billion= $700 million

TWD 8 billion= $282 Million

SGD 150 Million= $109 Million

AUD 130 Million= $98.5 Million

NZD 36.75 Million= $20.9 Million

THB 200 million
= $6 million

ILS 1.2 billion
= $380 million

€24 million
= $27 million

SEK 1.6 billion
= $160 million

KRW 44.5 billion
= $40 million
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France

Spain
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European Quantum Flagship

Hungary

Sweden
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Israel

India

Thailand

Russia

Chian

South Korea
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Taiwan

Singapore
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Global Effort 2022:

~$30 billion

Overview of public funding of quantum technologies by country. 
Source: QURECA, 2022

THE GLOBAL RACE TO QUANTUM 
COMPUTING DOMINANCE 

The strategic value of assuming a leading, first-mover role 
in a game-changing technology like quantum computing 
has not been lost on most larger nation states. In 2022, 
countries across the globe together committed over $30 
billion to quantum computing development. To date, China 
has been the clear leader in planned funding at $15 billion, 
with the EU countries combined at $7.2 billion, followed 
by the US, Japan, the United Kingdom, India, and Canada, 
at $1 to $2 billion each. 

China has been making strides and, by some measures,  
has taken the lead in computing power. In late 2021,  
a research team from the University of Science and 
Technology of China, reported that its light-based Jiuzhang 
2 processor could complete a task in one millisecond  
that would take a conventional computer 30 trillion years  
to finish. This marked a new top speed for a light-based 
quantum processor. 

The US government increased focus on quantum 
computing in 2018 with the signing of the National 
Quantum Initiative Act, which allowed for a 5-year  
$1.2 billion investment in quantum information research. 
Significant additional funding is likely to continue.  
In August 2022, the Endless Frontier Act was combined 
with the CHIPS for America Act and became law. This 
legislation appropriates another $29 billion over 4 years  
to support R&D in key technology areas, including AI  
and quantum science. 

Private investment in quantum computing, at least  
in the US, has far outstripped public financing. Tech  
giants including Google, Microsoft, Amazon, IBM, Intel,  
and others all have substantial development programs 
underway in building out quantum hardware. The head  
of Google’s Quantum AI program put Alphabet’s 
investment alone to build a quantum computer by 2029  
in the several billion-dollar range.1 

Investment in quantum computing start-ups is also 
substantial and rising. Quantum technology funding and 
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investment activity surpassed $1.4 billion in 2021, more 
than double the amount in the prior year.2 Over half  
of the investment was in computing hardware, but 
quantum sensing and communications, the other promising 
quantum fields, also attracted significant cash. 

THE TIMETABLE TO CRQC IS SHORTENING 

Quantum computing requires the ability to create  
and control quantum circuits. To be effective  
in real-world deployment, this means that quantum 
computing systems need to:

1. Be able to create well characterized qubits  
(the basic unit of quantum information)

2. Allow for the qubits to be universally controlled 
and measurable for calculations

3. Be able to correct errors inherent in the physical 
hardware realization of the qubits

4. Be able to do all the steps above at scale

Examples of different approaches being able to satisfy one 
or more of the first three conditions to varying degrees are 
available, but satisfying condition #4 with the appropriate 
scale, quality, and speed to demonstrate impactful 

quantum advantage over traditional computing has yet  
to be accomplished. 

So for now, experiments are proceeding to test and explore 
applications that can run on quantum prototypes, where 
error mitigation is not perfect and scale is limited. 
Nonetheless, quantum computing performance in many  
of these trials has been impressive and timelines for 
practical applications, such as the one below from IBM,  
are beginning to look more grounded in reality. 

THE VULNERABILITY OF CURRENT 
CRYPTOGRAPHY

Quantum computing holds great promise for the future. 
But it also poses a serious potential threat to the security 
of electronic data storage and communications. To 
understand why, we need to briefly review how we secure 
our communications today. 

Cryptography is the art / science of keeping information 
secret and safe by transforming it into forms that 
unintended recipients cannot understand. It works by 
encrypting messages using an algorithm and a key to 
transform plain text into an encrypted output, often 
referred to as ciphertext. Algorithms are considered secure 
and the encryption process successful if an unintended 
recipient cannot determine any properties of the plaintext 
or the key, given access only to the ciphertext. 

HORIZON 1: 
Applications in the 
next few years

HORIZON 2: After 
stable but not 
optimally working 
quantum computers

HORIZON 3: 
Beyond 15 years

Schedule of expected future applications for quantum computing as QC technology advances. 
Source: IBM CORPORATION, 2019
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Most digital communications today are secured by such 
cryptographic techniques. The algorithms generally used 
rely on math problems that are extremely difficult to solve. 
The first and still most common algorithm in use is RSA, 
named after the three MIT mathematicians, Ronald Rivest, 
Adi Shamar, and Leonard Adleman that developed it. This 
algorithm employs a large number that is the result of 
factoring two selected prime numbers. What makes RSA 
secure is the extreme difficulty for an attacker to work out 
the prime factors without access to the key.  

Solving such intractable math problems is virtually 
impossible with current computational tools, even with the 
most powerful of today’s super-computers. But not so for 
quantum computers. In 1994, American mathematician 
Peter Shor developed a quantum computer algorithm for 
finding the prime factors of an integer that could 
theoretically direct a quantum computer of sufficient scale 
to crack the codes of several of today’s commonly used 
algorithms. This means that once quantum technology 
reaches an operational tipping point, today’s secure 
communications will be vulnerable and accessible to 
entities fielding this new technology.

THE CLOCK IS TICKING ON THE COMING 
CRYPTOGRAPHIC CHALLENGE

The primary challenge for quantum computers in breaking 
current encryption is scale. It is the nature of quantum 
computing that, with the addition of each qubit,  
the power of the computer doubles. Recently, quantum 
computing pioneer D-Wave announced that the company 
will introduce its next generation Advantage 2 system  
with 7,000 qubits. This would make the Advantage  
2 the most powerful quantum computer to date. 
Mathematicians, however, now project that to break 
current cryptosystems, it will probably take machines  
with at least 20 million qubits. 

Projections of the time to reach this point vary. But in  
a 2021 survey, more than half of QC experts believed that 
the probability of a CRQC breaking integer factorization 
and discrete logarithm-based cryptography within the  
next 15 years was greater than 50%. 

A SECURITY ROADMAP FOR A POST 
QUANTUM WORLD

To face the security challenge posed by quantum 
computers, we need to develop a new set of algorithms 
based on mathematical problems that are believed to be 
quantum resistant. These cryptographic algorithms are 
commonly referred to as post-quantum cryptography 
(PQC). Initiatives are currently underway to develop and 
standardize such algorithms for broad use. In July 2022, 
the National Institute of Standards and Technology (NIST), 
the US government agency that has been working on PQC, 
accepted the first four candidate algorithms for 
standardization. These algorithms were deemed to best 
meet the organization’s primary concerns (performance, 
speed, security level, shareability, cost) in evaluation  
and vetting of potential PQC algorithms. Additional 
algorithms will be considered, with the next batch  
to be submitted mid-2023. 

While the development of a CRQC may be 10 to 15 years 
away, it is important for governments and businesses to 
adopt measures using PQC as soon as practically possible 
for two main reasons:  

1. Store now, decrypt later (SNDL). Encrypted data today 
is often transmitted over the public internet 
infrastructure. Cyber-criminals can collect and store 
this data relatively easily in encrypted form and then, 
when they have access to CRQC technology in the 
future, can decrypt this data, allowing access to 
previously secure transmissions. Clearly, such an 
eventuality could have significant ramifications by 
revealing important trade secrets, medical records, 
military secrets, and other highly proprietary 
information with a longer shelf life to bad actors.  
The urgency of this challenge and the threat it poses  
to national security from China, Russia, and other 
potentially adversarial nation states has not been lost 
on US government officials. In May 2022, President 
Biden signed a National Security Memorandum that 
outlined the Administration’s plan to address the risks 
posed by quantum computers to America’s 
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cybersecurity and directed NIST to establish a 
“Migration to Post-Quantum Cryptography Project” to 
encourage widespread adoption of quantum resilient 
cryptographic standards and technologies in both 
public and private sectors. Also, In December 2022, 
the White House signed the Quantum Computing 
Cybersecurity Preparedness Act. This legislation 
encourages the migration of federal agencies’ IT 
systems to post-quantum cryptography. 

2. The transition to PQC will take time. Historically, 
cryptography transitions have taken several years or 
even decades to complete. And, in contrast to past 
transitions, the move to PQC is more complex.

RECOMMENDATIONS FOR PQC TRANSITION 
AND IMPLEMENTATION

The US Government has assumed the lead in the transition 
to PQC, and NIST is moving aggressively in standardizing 
workable algorithms. But the private sector also needs to 
do its part to protect data and communications, particularly 
companies whose proprietary information needs to remain 
confidential for extended periods. 

General recommendations to help companies transition to 
PQC that minimize security risks, ensure shorter transitions 
times, and minimize costs include the following:

• Building a crypto inventory where all public key 
cryptography exists within a company’s infrastructure.

• Creating a roadmap for enacting the transition once 
standards have been published and for prioritizing tasks 
to identify and prioritize initial PQC transitions..

• Experimenting with different families of algorithms, 
including hybrid algorithms that combine a traditional 
and PQC algorithm in one mechanism, so that system 
security is lower bounded by the stronger of the  
two cryptosystems. 

A “WHOLE OF SOCIETY” APPROACH

Quantum computing is more revolutionary than 
evolutionary, offering enormous promise to improve 
human productivity across a wide range of endeavors.  
But it also poses a significant, imminent threat to data 
security writ large. In fact, National security experts warn 
that adversarial nation states are currently carrying out 
SNDL attacks against the US, exfiltrating and storing 
sensitive encrypted data for later decryption when their 
own state-run quantum computing projects become 
operable.3

Fortunately, both the US government and private sectors 
are proactively taking aggressive steps to address this 
cybersecurity challenge, and funding for such efforts 
appears on the rise. Especially important, the US 
government has taken a constructive and appropriate 
“whole-of-society” approach, both to harnessing the 
economic and scientific benefits of quantum science,  
as well as to setting and implementing standards for  
PQC adoption.4

Thus far, modern cryptographic standards have ensured 
the privacy and security of our electronic communications. 
Quantum computing, however, presents an existential 
threat to our current defenses creating an urgent need  
for system-wide retooling. To address this cryptographic 
paradigm shift, the US government must drive coordinated 
efforts with the private sector and academia to chart  
a deliberate path forward that fully leverages the power  
of quantum computing. The clock is ticking to preserve 
data and communications security in a PQC world.

To learn more, visit BlueWing.vc
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